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DETAILED ACTION 

1 . Claims 1 - 28 have been examined. 

Priority 

2. Acknowledgment is made of applicant's claim for foreign priority under 35 U.S.C. 1 19(a)- 
(d). The certified copy has been filed in parent Application No. P2000-222124, filed on July 24, 
2000. 

Information Disclosure Statement 

3. The information disclosure statements (IDSs) submitted on 1 1/14/2003 and 01/18/05 
were filed after the mailing date of the application on 07/24/2001 . The submission is in 
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 
statement is being considered by the examiner. 

Claim Objections 

4. Claims 1 , 9, 20, and 24 are objected to because of the following informalities: 

• Claims 1 and 9 recite "an enabling key blocks", which combines singular (i.e. 
an) and plural (i.e. blocks) tenses. 

• Claims 20 and 24 contain duplicate texts "wherein the" and "wherein" 
respectively. 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his Invention. 

5. Claims 1 - 13 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant regards 
as the invention. 
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• Claims 1 and 9 recite the limitations "said enciphering keys". There is 
insufficient antecedent basis for this limitation in these claims. 

• Claims 3 and 1 1 recite the limitations "said link count data". There is 
insufficient antecedent basis for this limitation in these claims. 

Appropriate correction is required throughout the entire application. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1 - 28 rejected under 35 U.S.C. 103(a) as being unpatentable over Caronni et al. 
in US Patent 6,049,878 (hereinafter US '878) in view of Lotspiech in US Patent 6,609,1 16 
(hereinafter US '116). 

7. As it pertains to claims 1, 9 and 14, Caronni et al. in US '878 discloses: 

an enabling key block distribution key enciphering key enciphered by an enabling key 
blocks containing enciphered data of renewal keys on such paths for constituting a key tree 
structure comprising a variety of keys disposed in correspondence with roots, nodes, and leaves 
on such paths ranging from roots to leaves of said key tree structure comprising a plurality of 
devices, wherein said enabling key block also contains data of upper-rank key enciphered via 
lower-rank key;(see US *878: column 4, lines 23 - 38 and column 6, lines 20 - 46) 
but does not teach wherein 

said data processing apparatus further comprises key distribution approval data files 
containing header data consisting of link count key for designating the number of contents data 
that should be enciphered by said enciphering keys acquirable based on said enabling key 
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block distribution key enciphering key stored in said enabling key blocks, thereby said key 
distribution approval data files are stored in said memory device. 

Lotspiech however does disclose: 
said data processing apparatus further comprises key distribution approval data files containing 
header data consisting of link count key for designating the number of contents data that should 
be enciphered by said enciphering keys acquirable based on said enabling key block 
distribution key enciphering key stored in said enabling key blocks, thereby said key distribution 
approval data files are stored in said memory device (see US '1 16: column 4, lines 16 - 20). 

For claims 1 , 9 and 14, it would be obvious to one of ordinary skill in the art at the time of 
the invention to modify the methods of Caronni et al. and Lotspiech as they both use features of 
secure data communication within the same field of endeavor (securely communicating content 
data) and with the same problem sought to be solved (reducing the load incurred from 
distribution of communication content). 

Regarding claims 15, 23 and 28 as taught by Caronni et al. in US '878, which disclose 
as an apparatus, method and medium respectively: 

enabling key block distribution authenticating key, wherein the enabling key block 
distribution authenticating key is previously enciphered by an enabling key block comprising 
enciphering data for enciphering renewal keys on paths of a hierarchical key tree structure 
comprising a variety of keys disposed in correspondence with roots, nodes, and leaves of the 
key tree structure on paths ranging from roots to leaves of the key tree structure, and wherein 
the device is associated with one of the leaf keys, and wherein said enciphering data further 
comprises upper-rank keys to be enciphered by lower-rank keys; (see US '878: column 4, lines 
23 - 38 and column 6, lines 20 - 46) and 
but does not disclose 
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wherein, the memory device stores a key distribution approval data file comprising 
header data, which comprises a link count key for designating a number of contents data that 
should be enciphered by the enciphering data acquirable from the enabling key block 
distribution authenticating key. 

Caronni et al, however does teach: 
wherein, the memory device stores a key distribution approval data file comprising header data, 
which comprises a link count key for designating a number of contents data that should be 
enciphered by the enciphering data acquirable from the enabling key block distribution 
authenticating key (see US '116: column 4, lines 16 - 20). 

For claims 15, 23 and 28, it would be obvious to one of ordinary skill in the art at the time 
of the invention to modify the methods of Caronni et al. and Lotspiech as they both use features 
of secure data communication within the same field of endeavor (securely communicating 
content data) and with the same problem sought to be solved (reducing the load incurred from 
distribution of communication content). 

As it pertains to claims 5, 13, and 14 as taught by Caronni et al. in US '878, 
which disclose as an apparatus, method and medium respectively: 

wherein said data processing apparatus stores said key enciphering key in said memory, 
wherein said key enciphering key are acquired by way of decode processing said enabling key 
block distribution key enciphering key contained in a key distribution approval data file 
containing a greater count number shown by a link-count data present among said key 
distribution approval data files stored in said memory device; (see US '878: column 7, lines 38 - 
39 and 59-61) 
but does not teach 
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whenever processing contents data stored in said memory device, said data processing 
apparatus judges applicability of said key enciphering key previously stored in said memory 
device, and then, if it is identified to be applicable, said data processing apparatus utilizes said 
key enciphering key previously stored in said memory device, wherein, solely in the case in 
which said key enciphering key is identified to be inapplicable, said data processing apparatus 
reads said key distribution approval data files. 

Lotspiech however does disclose: 
whenever processing contents data stored in said memory device, said data processing 
apparatus judges applicability of said key enciphering key previously stored in said memory 
device, and then, if it is identified to be applicable, said data processing apparatus utilizes said 
key enciphering key previously stored in said memory device, wherein, solely in the case in 
which said key enciphering key is identified to be inapplicable, said data processing apparatus 
reads said key distribution approval data files (see US '116: column 2, lines 4 - 12). 

For claims 5, 13, and 14, it would be obvious to one of ordinary skill in the art at the time 
of the invention to modify the methods of Caronni et al. and Lotspiech as they both use features 
of secure data communication within the same field of endeavor (securely communicating 
content data) and with the same problem sought to be solved (controllably and securely 
distributing keys to legitimate devices). 

As it relates to claims 19 and 27 as taught by Caronni et al. in US '878, which disclose 
as an apparatus and method respectively, comprising the steps of: 

wherein the memory device stores a key enciphering key, wherein the key enciphering 
key is acquired by decoding the enabling key block distribution authenticating key contained in a 
key distribution approval data file having a greater count number value for the link-count key 
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than other key distribution approval data files stored in the memory device, (see US '878: 
column 7, lines 38 - 39 and 59-61) and 

wherein the device uses the key enciphering key if it is applicable to the contents data 
and the other key distribution approval data files othenA/ise (see US '1 16: column 2, lines 4 - 
12). 

For claims 19 and 27, it would be obvious to one of ordinary skill in the art at the time of 
the invention to modify the methods of Caronni et al. and Lotspiech as they both use features of 
secure data communication within the same field of endeavor (securely communicating content 
data) and with the same problem sought to be solved (controllably and securely distributing 
keys to legitimate devices). 

Regarding claims 4, 12, 18 and 26, Lotspiech in view of Caronni et al. teaches as an 
apparatus and method: 

storing said key enciphering key in said memory wherein said key enciphering key are 
acquired by way of decode processing said enabling key block distribution key enciphering key 
contained in a key distribution approval data file containing a greater count number shown by a 
link-count data present among said key distribution approval data files stored in said memory 
device (see US '878: column 7, lines 38 - 39 and 59 - 61). 

For claims 6 and 20, Lotspiech in view of Caronni et al. teaches as apparatuses: 
wherein version of said enabling key block distribution key enciphering key which is enciphered 
and presented by said enabling key block is subject to a controlling process by way of renewing 
every version (see US '878: column 6, line 66 - column 7, lines 1 - 6). 

As it relates to claims 7 and 21, Lotspiech in view of Caronni et al. teaches as 
apparatuses: 

wherein said data processing apparatus enciphers a plurality of leaf-keys by applying a storage 
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key proper to said data processing apparatus and then stores said enciphered leaf-keys in a 
memory means inside of said data processing apparatus, wherein said leaf-keys are 
respectively provided in correspondence with own leaves among a hierarchy key tree structure 
comprising a variety of keys disposed in correspondence with roots, nodes, and leaves on such 
paths ranging from roots to leaves of said key tree structure comprising a plurality of data 
processing apparatuses (see US *878: column 8, line 56 - column 9, lines 1 - 9). 

Regarding claims 8 and 22, Lotspiech in view of Caronni et al. teaches as apparatuses: 
wherein a device key block is stored in a memory means of said data processing apparatus, 
wherein said device key block itself corresponds to an assemblage of enciphered keys 
comprising mutually different node keys individually enciphered in plural steps on such paths 
ranging from own leaves to upper-rank keys of said key tree structure based on such leaf-keys 
provided in correspondence with own leaves among said key tree structure comprising a variety 
of keys disposed in correspondence with roots, nodes, and leaves on such paths ranging from 
roots to leaves of said key tree structure comprising a plurality of data processing apparatuses 
as own leaves (see US '878: column 8, line 33 - column 9, lines 1 - 9). 

As for claims 2, 10, 16 and 24, Caronni et al. in view of Lotspiech teaches as 
apparatuses and methods: 

wherein said key distribution approval data files include a contents key enciphering key data 
obtained by enciphering contents key for enciphering processing of contents by said key 
enciphering key (see US '116: column 2, lines 51 - 53). 

For claims 3, 11, 17 and 25, Caronni et al. in view of Lotspiech teaches as apparatuses 
and methods: 

wherein said data processing apparatus executes to update said link count data in said key 
distribution approval data files in correspondence with variation of the number of contents; data 
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that is enciphered by enciphering keys acquirable based on said enabling key block distribution 
key enciphering key stored in the above-cited enabling key blocks (see US '116: column 2, lines 
54 -58). 



8. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Laurel Lashley whose telephone number is 571-272-0693. The examiner 
can normally be reached on Monday - Thursday, alt Fridays btw 7:30 am & 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, Jr. can be reached on 571-272-3799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Laurel Lashley 
Examiner 
Art±lnit2132 
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